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Postgraduate Certificate in Automotive Cybersecurity

Automotive Security Fundamentals

ECU stands for Electronic Control Unit. An ECU is a microcontroller‑based device that manages a specific
function in a vehicle, such as engine control, braking, or lighting. Modern vehicles contain dozens of ECUs
that communicate over internal networks. Security challenges arise because each ECU can be a point of
entry for attackers, especially when firmware can be updated remotely. Ensuring that only authenticated
code executes on an ECU is a fundamental security requirement.

CAN bus is the Controller Area Network, a robust serial communication protocol used for real‑time data
exchange between ECUs. CAN frames are broadcast, meaning any node can read all traffic, which creates an
inherent lack of confidentiality. Attackers can inject malicious frames or replay legitimate ones to
manipulate vehicle behavior. Countermeasures include message authentication and encryption extensions
such as CANcrypt.

LIN bus refers to Local Interconnect Network, a lower‑cost, lower‑speed alternative to CAN for non‑critical
functions like seat adjustment or interior lighting. LIN uses a single‑wire master‑slave architecture, making it
vulnerable to simple physical attacks. Security measures often involve isolating LIN from safety‑critical
networks and applying basic authentication at the master node.

FlexRay is a high‑speed, deterministic communication protocol designed for time‑critical applications such
as advanced driver‑assistance systems (ADAS). FlexRay provides dual channels for redundancy, but its
deterministic schedule can be exploited if an attacker learns the timing of critical messages. Secure FlexRay
implementations incorporate cryptographic authentication of frames and strict schedule verification.

MOST stands for Media Oriented Systems Transport, a high‑bandwidth network optimized for audio, video,
and infotainment data. Because MOST carries multimedia streams, it typically lacks built‑in security features.
Threats include unauthorized access to infotainment content and potential injection of malicious media that
exploits vulnerabilities in the playback software. Segmentation of MOST traffic from safety networks and
secure boot of infotainment ECUs mitigate these risks.

Ethernet in automotive contexts provides gigabit‑class bandwidth for high‑data‑rate sensors, cameras, and
over‑the‑air (OTA) updates. While Ethernet supports standard security protocols such as TLS, automotive
implementations must address real‑time constraints and deterministic latency. Secure automotive Ethernet
often employs MACsec for link‑layer encryption and time‑sensitive networking (TSN) extensions to preserve
performance.

OTA stands for Over‑the‑Air update, a mechanism that allows manufacturers to deliver firmware and
software patches to vehicles remotely. OTA introduces convenience but also expands the attack surface;
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compromised update servers or insecure delivery channels can lead to malicious code execution. Secure
OTA requires end‑to‑end authentication, integrity verification via digital signatures, and encrypted
transport.

TPM is the Trusted Platform Module, a hardware component that securely stores cryptographic keys and
performs cryptographic operations. In automotive use, TPMs provide a root of trust for secure boot and
secure storage of vehicle‑specific secrets. The challenge lies in integrating TPMs with existing ECUs that may
have limited resources, requiring lightweight protocols and careful key management.

Secure Boot is a process that validates the integrity and authenticity of firmware before execution. It
typically involves a chain of trust starting from a hardware‑based root of trust, followed by verification of
each boot stage using digital signatures. Failure to verify any component aborts the boot process,
preventing execution of tampered code. Implementing Secure Boot in constrained ECUs demands efficient
signature algorithms and secure key provisioning.

Authenticated Encryption combines confidentiality and integrity protection in a single cryptographic
operation. Algorithms such as AES‑GCM or ChaCha20‑Poly1305 are commonly used in automotive
communications to protect messages against eavesdropping and tampering. The challenge is to select
cipher suites that meet real‑time latency requirements while providing sufficient security strength for the
vehicle’s lifetime.

Public Key Infrastructure (PKI) is a framework for managing digital certificates and public‑key cryptography.
In automotive contexts, PKI enables secure OTA updates, mutual authentication between ECUs, and secure
V2X (vehicle‑to‑everything) communications. Deploying PKI at scale requires robust certificate lifecycle
management, revocation mechanisms, and secure storage of private keys within hardware security modules.

HSM stands for Hardware Security Module, a dedicated device that performs cryptographic operations in a
tamper‑resistant environment. Automotive HSMs protect private keys used for signing firmware,
establishing secure channels, and generating random numbers. Integration challenges include ensuring low
power consumption and compatibility with automotive communication stacks.

Threat Model is a structured representation of potential adversaries, assets, attack vectors, and impacts.
Developing a threat model for a vehicle involves identifying entry points such as wireless interfaces,
diagnostic ports, and supply‑chain components. The model guides risk assessment, security controls
selection, and verification activities throughout the development lifecycle.

Attack Surface describes all points where an attacker could attempt to gain unauthorized access to a
system. In a vehicle, the attack surface includes wireless interfaces (Bluetooth, Wi‑Fi, cellular), physical ports
(OBD‑II), and internal networks (CAN, Ethernet). Reducing the attack surface through network segmentation,
strict access controls, and disabling unused services is a core defensive strategy.
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Vulnerability is a weakness in hardware, software, or operational procedures that can be exploited to
compromise security. Automotive vulnerabilities may arise from insecure firmware, lack of input validation,
or weak cryptographic implementations. Vulnerability management involves continuous discovery,
assessment, and remediation, often coordinated through coordinated vulnerability disclosure programs.

Exploit is a piece of code or technique that leverages a vulnerability to achieve a specific malicious outcome,
such as remote code execution or privilege escalation. In automotive research, proof‑of‑concept exploits
demonstrate the feasibility of attacks on ECUs, CAN messages, or V2X communications, informing the
development of mitigations.

Intrusion Detection System (IDS) monitors network traffic or system behavior to identify signs of malicious
activity. Automotive IDS can be signature‑based, detecting known attack patterns, or anomaly‑based,
flagging deviations from established normal behavior. Deploying IDS on resource‑constrained ECUs
requires lightweight detection algorithms and efficient data collection.

Intrusion Prevention System (IPS) extends IDS capabilities by actively blocking detected threats. In vehicles,
IPS may drop malicious CAN frames, reset compromised ECUs, or trigger safe‑mode transitions. The
challenge is to balance security enforcement with the need for real‑time responsiveness in safety‑critical
functions.

Cryptographic Key is a secret value used in encryption, decryption, signing, or verification operations. Keys
can be symmetric (same key for both directions) or asymmetric (public‑private pair). Secure key generation,
storage, and rotation are essential to prevent key compromise, especially in long‑lived automotive
deployments.

Symmetric Key cryptography uses a single secret key for both encryption and decryption. Algorithms such
as AES are common in automotive applications due to their speed and low computational overhead. The
main challenge is secure distribution of symmetric keys to all participating ECUs without exposing them to
interception.

Asymmetric Key cryptography utilizes a public‑private key pair. The private key remains secret, while the
public key can be shared openly. Asymmetric keys enable digital signatures for firmware authentication and
key exchange for establishing secure sessions. However, asymmetric operations are computationally
intensive, requiring careful optimization for embedded ECUs.

Cipher is an algorithm that transforms plaintext into ciphertext using a key. In automotive security, block
ciphers (e.G., AES) and stream ciphers (e.G., ChaCha20) are employed to protect data in transit and at rest.
Selecting a cipher involves trade‑offs between security level, performance, and memory footprint.

Hash Function produces a fixed‑size digest from arbitrary input data. Cryptographic hash functions such as
SHA‑256 are used for integrity verification, password storage, and generating digital signatures. Collisions—
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different inputs yielding the same hash—must be avoided, making strong hash algorithms a requirement
for automotive security.

Digital Signature combines a hash of a message with a private key to create a verifiable proof of
authenticity. In OTA updates, the firmware image is signed, and each ECU verifies the signature using the
manufacturer’s public key before installation. Robust signature verification prevents the installation of
malicious or tampered software.

Secure Element is an isolated microcontroller designed to store sensitive data and execute cryptographic
operations securely. In vehicles, secure elements protect keys used for V2X communication, OTA
authentication, and secure storage of driver credentials. They provide resistance against physical tampering
and side‑channel attacks.

Secure Gateway acts as a mediator between different in‑vehicle networks, enforcing security policies such as
message filtering, authentication, and encryption. A gateway may translate between CAN and Ethernet
while applying security checks, thus preventing malicious traffic from propagating across network
boundaries.

Telematics refers to the integration of telecommunications and informatics in vehicles, enabling services
such as remote diagnostics, navigation, and emergency assistance. Telematics units connect to external
networks via cellular or satellite links, exposing the vehicle to remote threats. Secure telematics design
includes hardened communication protocols, authentication of remote services, and isolation from
safety‑critical functions.

V2X stands for Vehicle‑to‑Everything communication, encompassing V2V (vehicle‑to‑vehicle), V2I
(vehicle‑to‑infrastructure), V2P (vehicle‑to‑pedestrian), and V2N (vehicle‑to‑network). V2X enables
cooperative safety applications but introduces new attack vectors, such as message spoofing or jamming.
Cryptographic authentication and privacy‑preserving mechanisms are essential to protect V2X ecosystems.

V2V is a subset of V2X where vehicles exchange safety‑critical information like position, speed, and heading.
Secure V2V protocols use digital signatures to ensure message authenticity and integrity, while pseudonym
certificates protect driver privacy. Challenges include managing certificate revocation and ensuring low
latency for real‑time safety decisions.

V2I enables communication between vehicles and roadside infrastructure, such as traffic lights or road‑side
units. Secure V2I requires mutual authentication, encryption of data, and mechanisms to prevent replay
attacks that could manipulate traffic signals.

Secure Firmware is firmware that has been cryptographically signed and verified before execution, ensuring
that only authorized code runs on an ECU. Secure firmware also includes integrity checks during runtime,
such as periodic hash verification, to detect tampering attempts.
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Secure Software Development Lifecycle (SSDLC) integrates security activities—threat modeling, secure
coding, code review, testing, and vulnerability management—into each phase of software development. In
automotive contexts, SSDLC must align with standards like ISO/SAE 21434 and ISO 26262, ensuring that
security and functional safety are co‑engineered.

ISO/SAE 21434 is the international standard defining processes for automotive cybersecurity engineering. It
covers risk assessment, concept phase, development, production, operation, and decommissioning.
Compliance with ISO/SAE 21434 helps manufacturers demonstrate due diligence and provides a framework
for continuous security improvement.

UNECE WP.29 is a regulation that mandates cybersecurity and software update management for vehicles
sold in participating regions. The regulation requires manufacturers to implement a cybersecurity
management system, conduct risk assessments, and provide secure OTA capabilities.

Functional Safety is the discipline of ensuring that systems operate correctly in the presence of faults,
typically governed by ISO 26262. While functional safety focuses on safety‑related failures, it intersects with
cybersecurity because malicious attacks can induce safety‑critical faults. Integrated safety‑security analysis is
therefore essential.

ISO 26262 specifies the functional safety lifecycle for road vehicles, including hazard analysis, safety
concept, and verification. When combined with ISO/SAE 21434, developers must address both accidental
failures and intentional attacks, ensuring that safety mechanisms are not bypassed by malicious code.

Security Lifecycle outlines the stages of security activities from concept through decommissioning, mirroring
the safety lifecycle but focused on threats. It includes planning, risk assessment, design, implementation,
verification, operation, and incident response.

Attack Vector describes the path or method an adversary uses to compromise a system. Common
automotive attack vectors include wireless interfaces (Bluetooth, Wi‑Fi, cellular), diagnostic ports (OBD‑II),
and compromised supply‑chain components. Understanding attack vectors guides the selection of
appropriate mitigations.

Man‑in‑the‑Middle (MITM) attacks involve an adversary intercepting and possibly altering communication
between two parties. In vehicle networks, a MITM could modify CAN messages or tamper with OTA
payloads. Countermeasures include mutual authentication, encrypted channels, and integrity verification of
messages.

Replay Attack occurs when an attacker captures valid messages and retransmits them later to achieve
unauthorized actions. In automotive contexts, replaying a “unlock doors” command could grant
unauthorized access. Timestamping, nonces, and sequence numbers are common defenses against replay.

Spoofing involves masquerading as a legitimate entity to gain unauthorized access. Spoofing attacks on
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V2X may involve forging safety messages, while ECU spoofing could involve impersonating a trusted
component to inject malicious commands. Strong authentication and certificate validation are essential
defenses.

Tampering refers to the unauthorized alteration of hardware or software. Physical tampering may involve
hardware probing, while software tampering includes modifying firmware binaries. Secure boot, hardware
root of trust, and tamper‑evident packaging help detect and prevent tampering.

Denial of Service (DoS) attacks aim to disrupt normal operation by overwhelming resources. In vehicles, a
DoS could flood the CAN bus with high‑priority frames, preventing legitimate messages from being
processed. Rate limiting, priority arbitration, and intrusion prevention mechanisms mitigate DoS risks.

Jamming is a wireless attack where an adversary transmits interfering signals to disrupt communication,
such as disabling Bluetooth or cellular connectivity. Countermeasures include frequency hopping,
spread‑spectrum techniques, and fallback mechanisms to alternative communication channels.

Side‑channel Attack exploits information leaked through physical phenomena like power consumption,
electromagnetic emissions, or timing variations. In automotive ECUs, side‑channel attacks can extract
cryptographic keys from HSMs or TPMs. Countermeasures include constant‑time algorithms, noise injection,
and shielding.

Fault Injection deliberately introduces errors into a system to observe its response, often used to discover
vulnerabilities. In automotive testing, fault injection may target sensors, communication buses, or software
routines. Secure designs must detect and handle unexpected faults gracefully.

Reverse Engineering is the process of analyzing a compiled binary to understand its functionality and
discover hidden vulnerabilities. Attackers may reverse engineer ECU firmware to locate insecure code paths.
Obfuscation, code signing, and secure boot make reverse engineering more difficult.

White‑box Testing involves testing with full knowledge of the internal structure of the system. In automotive
security, white‑box testing of ECUs can reveal hidden backdoors or insecure cryptographic
implementations.

Black‑box Testing examines a system without any knowledge of its internal workings. Penetration testers use
black‑box techniques to simulate real‑world attacks on vehicle networks, focusing on observable behavior
and external interfaces.

Fuzzing is an automated testing technique that supplies random or malformed inputs to a program to
trigger crashes or unexpected behavior. Automotive fuzzing targets protocols such as CAN, UDS, or V2X to
uncover parsing bugs and buffer overflows.

Patch Management encompasses the processes of creating, testing, distributing, and applying software
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updates. In the automotive domain, patches must be delivered securely via OTA, validated through digital
signatures, and applied without compromising vehicle availability.

Risk Assessment evaluates the likelihood and impact of identified threats, producing a risk rating that
guides mitigation priorities. Automotive risk assessments consider safety impact, regulatory compliance,
and cost of mitigation.

Likelihood quantifies the probability that a specific threat will be realized, based on factors such as attacker
capability, exposure, and existing controls.

Impact measures the potential consequences of a successful attack, including safety hazards, financial loss,
brand damage, and regulatory penalties.

Mitigation refers to the implementation of controls designed to reduce risk to an acceptable level. In
automotive security, mitigations may be technical (encryption), procedural (access control policies), or
organizational (training).

Countermeasure is a specific protective action taken to neutralize a threat or reduce its effect. Examples
include firewalls, intrusion detection systems, and secure boot mechanisms.

Defense‑in‑Depth is a layered security approach where multiple, independent controls protect the same
asset, ensuring that failure of one layer does not compromise the entire system.

Least Privilege principle dictates that each component or user receives only the minimal permissions
necessary to perform its function. In vehicles, this means restricting diagnostic tools to read‑only access
unless explicitly authorized for write operations.

Secure Coding involves applying coding practices that prevent common vulnerabilities such as buffer
overflows, injection flaws, and insecure cryptographic usage. Automotive developers follow guidelines like
MISRA C and CERT C to achieve secure code.

Memory Safety ensures that software does not read or write outside allocated memory regions. Techniques
such as bounds checking, use‑after‑free detection, and compiler‑based hardening (e.G., Stack Canaries)
enhance memory safety in ECUs.

Buffer Overflow occurs when a program writes more data to a buffer than it can hold, potentially
overwriting adjacent memory and enabling code execution. Secure automotive software validates input
lengths and employs compiler protections to prevent overflows.

Stack Overflow is a specific type of buffer overflow affecting the call stack, enabling attackers to hijack
control flow. Mitigations include stack canaries, address space layout randomization (ASLR), and safe
function libraries.
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Heap Overflow targets dynamically allocated memory, allowing manipulation of data structures. Secure
memory allocators and runtime checks help detect heap corruption.

Return Oriented Programming (ROP) is an advanced code‑reuse attack that chains short instruction
sequences (gadgets) to perform malicious operations without injecting new code. Mitigations such as
Control‑Flow Integrity (CFI) and hardware‑based execution protections reduce ROP feasibility.

Code Injection involves inserting malicious code into a vulnerable application, often via input fields that are
not properly sanitized. In automotive ECUs, code injection can be achieved through malformed diagnostic
messages if input validation is absent.

Malware is software designed to harm, disrupt, or gain unauthorized access to a system. Automotive
malware examples include ransomware that locks vehicle functions or botnets that enlist compromised
vehicles for distributed attacks.

Ransomware encrypts critical vehicle data or disables functions, demanding payment for restoration.
Preventing ransomware involves regular secure updates, strong authentication, and isolation of critical
control domains.

Botnet is a network of compromised devices under the control of an attacker. A fleet of infected vehicles
could be coordinated to launch large‑scale attacks on infrastructure or to exfiltrate data.

Telematics Control Unit (TCU) manages cellular connectivity, remote diagnostics, and OTA services. The TCU
must be hardened against remote attacks, employing secure boot, encrypted communications, and strict
access controls to protect the broader vehicle network.

Infotainment systems provide entertainment, navigation, and connectivity services. While often isolated
from safety‑critical domains, infotainment units have been a common entry point for attacks due to their
extensive external interfaces and complex software stacks.

ADAS stands for Advanced Driver‑Assistance Systems, which include features such as adaptive cruise
control, lane‑keeping assist, and automatic emergency braking. ADAS relies on sensor data and real‑time
processing, making it a high‑value target for attacks that could compromise vehicle safety.

Autonomous Driving extends ADAS capabilities to full self‑driving, integrating sensor fusion, machine
learning, and decision‑making algorithms. Security for autonomous vehicles must address the integrity of
sensor inputs, the confidentiality of AI models, and resilience against adversarial attacks.

Sensor Fusion combines data from multiple sensors (camera, radar, lidar) to create a comprehensive
perception of the environment. Compromising any sensor input through spoofing or jamming can degrade
fusion accuracy, leading to unsafe decisions.
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Lidar uses laser pulses to measure distances and generate 3D point clouds. Lidar signals can be spoofed or
blinded with high‑intensity light sources, requiring detection mechanisms and sensor redundancy.

Radar emits radio waves to detect objects and measure velocity. Radar can be jammed or subjected to
false‑target injection, necessitating secure signal processing and validation.

Camera provides visual information for object detection and classification. Cameras are vulnerable to optical
attacks such as adversarial patches or illumination manipulation. Secure perception pipelines incorporate
robustness checks and multi‑modal verification.

ECU Hardening refers to applying security measures directly on the ECU, such as secure boot,
hardware‑based cryptographic accelerators, and memory protection units. Hardening reduces the attack
surface and raises the effort required for successful exploitation.

Secure Bootloader is a minimal program that verifies the integrity and authenticity of the main firmware
before handing over control. It typically resides in immutable ROM and uses cryptographic signatures to
prevent execution of unauthorized code.

Secure Communication Protocol ensures confidentiality, integrity, and authenticity of messages exchanged
between ECUs or external entities. Examples include TLS for Ethernet, CANcrypt for CAN, and MACsec for
link‑layer encryption.

TLS (Transport Layer Security) provides end‑to‑end encryption and authentication over IP networks. In
automotive Ethernet, TLS must be tuned for low latency and deterministic behavior, often using session
resumption and lightweight cipher suites.

DTLS (Datagram TLS) adapts TLS for use over UDP, enabling secure communication for time‑sensitive
automotive applications such as V2X messages.

IPsec secures IP traffic through authentication headers and encrypted payloads. While robust, IPsec can
introduce processing overhead, making it suitable for high‑performance ECUs with dedicated cryptographic
hardware.

CANcrypt is an extension to the CAN protocol that adds message authentication codes (MACs) to protect
against tampering and replay. Implementations must balance added payload size with the limited
bandwidth of CAN frames.

Secure CAN refers broadly to any enhancement that adds confidentiality or integrity to CAN
communication, including CANcrypt, CAN‑FD with security extensions, and higher‑layer authentication
schemes.

Message Authentication Code (MAC) is a short cryptographic tag attached to a message to verify its
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integrity and authenticity. In automotive networks, MACs are generated using symmetric keys shared
among trusted ECUs.

MACsec (Media Access Control Security) provides link‑layer encryption and integrity for Ethernet frames,
ensuring confidentiality between connected devices. It is increasingly adopted in automotive Ethernet
backbones.

Physical Unclonable Function (PUF) exploits inherent manufacturing variations to generate unique,
device‑specific identifiers. PUFs can be used for key generation and device authentication without storing
secret keys in memory.

Secure OTA encompasses the entire process of delivering software updates over wireless channels with
strong authentication, encrypted payloads, and integrity verification. It also includes rollback protection to
prevent installation of older, vulnerable versions.

Key Management involves the generation, distribution, rotation, storage, and revocation of cryptographic
keys throughout the vehicle’s lifecycle. Effective key management reduces the risk of key compromise and
supports secure OTA and V2X operations.

Lifecycle Management refers to the governance of security controls from design through decommissioning,
ensuring that security updates and policies evolve with emerging threats and regulatory changes.

Secure Diagnostics provides authorized access to vehicle data for maintenance while preventing
unauthorized read or write operations. Standards such as UDS (Unified Diagnostic Services) specify security
access levels and seed‑key algorithms.

UDS (Unified Diagnostic Services) defines a set of diagnostic commands used over CAN or Ethernet. Secure
UDS implementations enforce authentication before allowing critical services like firmware flashing.

ISO 14229 specifies the UDS protocol, including security access services, session control, and data
transmission. Compliance ensures interoperability and baseline security for diagnostic tools.

Diagnostic Session determines the level of access granted to a diagnostic client, ranging from default
(read‑only) to programming (write‑capable). Transitioning to a higher‑privilege session requires successful
authentication.

Authentication verifies the identity of a user, device, or software component before granting access.
Methods include password‑based, certificate‑based, and challenge‑response mechanisms.

Authorization determines what actions an authenticated entity is permitted to perform, based on policies
such as role‑based or attribute‑based access control.

Access Control enforces authorization decisions, ensuring that only permitted operations are executed on a
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given resource.

Role‑Based Access Control (RBAC) assigns permissions to roles, and users are granted roles based on their
responsibilities. In vehicles, a service technician may have a role allowing read‑only diagnostics, while a
manufacturer’s service center may have programming rights.

Attribute‑Based Access Control (ABAC) evaluates access decisions based on attributes of the user, resource,
and environment, providing finer granularity than RBAC.

Secure Firmware Update combines digital signatures, integrity checks, and encrypted transport to ensure
that only authentic firmware is installed.

Firmware Signing applies a digital signature to a firmware image using the manufacturer’s private key. ECUs
verify the signature with the corresponding public key before installation.

Code Signing extends firmware signing to software components such as applications running on
infotainment or ADAS platforms, ensuring that only trusted code executes.

Secure Partitioning isolates different software domains (e.G., Safety‑critical vs. Infotainment) within a single
hardware platform, often using hypervisors or trusted execution environments.

Hypervisor creates and manages multiple virtual machines on a single hardware platform, enabling isolation
between domains. Automotive hypervisors must meet real‑time constraints and support secure boot for
each partition.

Trusted Execution Environment (TEE) provides a protected area of a processor where sensitive code and
data can be executed securely, isolated from the main operating system.

Virtualization abstracts hardware resources to run multiple operating systems concurrently, facilitating
secure partitioning and resource isolation.

Secure Partition is a logical separation enforced by hardware or software that restricts access between
different functional blocks, preventing unauthorized data flow.

Secure Boot Chain defines the sequence of components that verify each other’s integrity from the hardware
root of trust up to the operating system and applications.

Root of Trust (RoT) is the foundational security component—often hardware‑based—that is inherently
trusted and used to establish trust in higher‑level software.

Secure Element (re‑mentioned) provides a tamper‑resistant environment for storing cryptographic keys and
performing secure operations, often used for V2X credential storage.
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Secure Memory protects stored data from unauthorized reads or writes, using techniques such as memory
encryption, access control registers, and hardware‑enforced isolation.

Secure Storage ensures that sensitive data such as private keys, certificates, and personal information are
stored encrypted at rest, with access mediated by the root of trust.

Secure Logging records system events in a tamper‑evident manner, typically using cryptographic hash
chaining to detect log manipulation.

Event Log captures timestamps, actions, and outcomes of security‑relevant events, providing forensic
evidence for incident analysis.

Audit Trail is a chronological record of system activities that supports compliance verification and forensic
investigations.

Anomaly Detection uses statistical or machine learning models to identify deviations from normal behavior,
flagging potential security incidents.

Threat Intelligence aggregates information about emerging threats, vulnerabilities, and attacker tactics,
informing proactive security measures and patch prioritization.

Vulnerability Disclosure programs enable researchers to report security findings responsibly, facilitating
timely remediation while protecting users.

Incident Response defines the processes for detecting, analyzing, containing, eradicating, and recovering
from security incidents. In automotive contexts, rapid response is critical to prevent safety hazards.

Forensics involves the collection, preservation, and analysis of digital evidence to understand the cause and
impact of a security breach.

Chain of Custody documents the handling of evidence from collection to analysis, ensuring its integrity for
legal or regulatory purposes.

Security Policy articulates the organization’s commitment, objectives, and rules for protecting assets,
guiding the implementation of controls and procedures.

Governance encompasses the structures, processes, and responsibilities for managing security across the
organization, aligning with standards and regulations.

Compliance ensures that security practices meet legal, regulatory, and industry‑mandated requirements
such as ISO/SAE 21434 or UNECE WP.29.

Data Privacy protects personal information from unauthorized collection, use, or disclosure, respecting user
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consent and legal rights.

GDPR (General Data Protection Regulation) is a European regulation governing the processing of personal
data, imposing strict consent, transparency, and breach notification obligations.

CCPA (California Consumer Privacy Act) provides similar protections for residents of California, emphasizing
the right to opt‑out of data selling and to request data deletion.

Personal Data includes any information relating to an identified or identifiable natural person, such as
location data, driver profiles, or biometric identifiers.

Anonymization irreversibly removes personal identifiers from data, making re‑identification highly unlikely,
thereby reducing privacy risk.

Pseudonymization replaces identifying fields with pseudonyms, allowing data processing while preserving
the ability to re‑link data under controlled conditions.

Data Minimization principle dictates that only data necessary for a specific purpose should be collected and
retained, limiting exposure in case of breach.

Secure Data Transmission employs encryption (e.G., TLS, IPsec) to protect data in transit between vehicle
components, cloud services, or external devices.

Encryption at Rest secures stored data using symmetric encryption keys, protecting information on ECUs,
storage media, or cloud databases.

Encryption in Transit protects data as it moves across networks, preventing eavesdropping and tampering.

Key Derivation Function (KDF) generates cryptographic keys from a shared secret, adding entropy and
ensuring keys have appropriate length and randomness.

PBKDF2 is a widely used KDF that applies a pseudorandom function (e.G., HMAC‑SHA256) with a
configurable iteration count to increase computational effort for attackers.

Argon2 is a memory‑hard KDF designed to resist GPU‑based attacks, suitable for protecting passwords or
low‑entropy secrets in vehicle infotainment systems.

Random Number Generator (RNG) produces unpredictable numbers required for cryptographic operations
such as key generation, nonces, and salts.

True RNG derives randomness from physical entropy sources (e.G., Thermal noise), providing high entropy
suitable for security‑critical applications.

Pseudo RNG uses deterministic algorithms to generate sequences that appear random; it must be seeded
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with sufficient entropy to be cryptographically secure.

Entropy measures the unpredictability of a random source; higher entropy yields stronger cryptographic
keys.

Entropy Source provides raw random data for RNGs, often sourced from hardware noise generators or jitter
measurements.

Secure OTA Framework integrates all OTA components—update server, delivery channel, vehicle client,
verification, and rollback—under a unified security architecture, ensuring end‑to‑end protection.

Secure Diagnostics Protocol specifies authentication and encryption mechanisms for diagnostic sessions,
preventing unauthorized access and data leakage.

Secure Firmware Update Process includes steps: Integrity check, signature verification, authenticity
validation, secure flash programming, and post‑update verification.

Secure Partition Manager orchestrates the creation, isolation, and lifecycle of secure partitions, enforcing
access control policies across domains.

Secure Hypervisor Configuration defines memory maps, interrupt routing, and device access controls to
maintain isolation between safety‑critical and non‑critical workloads.

Secure Communication Stack implements layered security protocols (physical, data link, network, transport)
tailored for automotive constraints, providing confidentiality, integrity, and authentication.
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